How to Setup GAuth
Authenticator with Gmail

Please make sure you have enabled Two Factor
Authenticator in Gmail. If this has not been done, please

follow the instructions listed here.

Step 1. Please add the Chrome Extension GAuth Authenticator by clicking here and click Add to
Chrome. (Pictured Below)
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Step 2. In the Top Right Hand corner of the screen, choose the extensions icon that looks like a
puzzle piece. After you click on that, then click on the thumbtack beside of GAuth Authenticator to
Pin GAuth Authenticator. (Pictured Below)
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Step 3. Go to https://myaccount.google.com/

Step. 4. Click Security on the left hand side of the screen, and then click where it says On beside
2-Factor Verification (Pictured below)
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Step 5. Scroll down, and find where it says Authenticator app and then click SET UP (Photo
Below)
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< 2-Step Verification

Available second steps

& second step after emtering your password verifies its you signing in. Leamn more

D Google prompts (Default) @

After you enter your password, Google prompts are securely sent to every phone wheare
you're signed in. Just tap the notification to review and sign in.
To stop getting promipta on a particular phone, sign out of that phone. Learm mare

Mote: If you sign in 1o your Google Account on any eligible phone, Google prompts will be
added as ancther methed for 2-5tep Verification.
H iPhone

Added: Unknown

n Voice or text message
Verified ”

Verification codes are sent by text message.
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Add more second steps to verify it's you

Set up additional backup steps so you can sign in even if your other options aren't available.

X Backup codes

These printable one-time passcodes allow you to sign in when away from your phone, like
when you're traveling.

SETUP

Authenticator app

Use the Authenticator app to get free verification codes, even when your phone is offline.
Available for Android and iPhone.
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A security key is a verification methed that allows you to securely sign in. These can be

built in to your phone, use Blustooth, or plug directly into your computer’s USE port.

ADD SECURITY KEY

Step 6. You can leave the selection on Android, and then click Next. (Photo Below)
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Get codes from the Authenticator app

Instead of waiting for text messages, get verification codes for free
from the Authenticator app. It works even if your phone is offline.

What kind of phone do you have?
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C) iPhone
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Step 7. On the next screen, you will Choose Can't Scan It? below the QR Code. (Photo Below)



https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619811473717.png

Set up Authenticator

= Get the Authenticator App from the Play Store.
= Inthe App select Set up account.
» Choose Scan a barcode.

CAN'T SCAN IT? ‘

CANCEL MNEXT

Step 8. Next you will Click on GAuth Authenticator icon in the top right.
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Can't scan the barcode?
1. Tap Menu, then Set up account.

2. Tap Enter provided key.

3. Enter your email address and this key:

e3cb nk7i e7i7 eefd fhoz ursj wpid 4x2b

spaces don't matter
4. Make sure Time based is turned on, and tap Add to finish.

BACK NEXT

Step 9. On the next step, you will need to select the pencil in the top right, and then click Add.
(Photo Below)
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Step 10. You will then go to Add the Account - Make the Account Name Gmail or ISS Gmail, then
you will have to go back to the Chrome tab that has the Key (from Step 8) and then paste it in the
text box that says Secret key and then click Add.
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Can't scan the barcode?

1. Tap Menu, then Set up account.
2. Tap Enter provided key.
3. Enter your email address and this key:
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4. Make sure Time based is turned on, and tap Add to finish.

PLEASE NOTE, THIS
CODE CHANGES EVERY
30 SECONDS OR 50

BACK NEXT

Account name:
Gmail
Secret key:
Bwsk aipl 33rt fmgi rusp Sude 2xuo 5skd

CJ) Add  Cancel

]

Step 11. Copy the Code that GAuth Authenticator gives you, go back to the Google Accounts Page,
and click Next and paste the code there and click verify.
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Set up Authenticator

Enter the 6-digit code you see in the app.

Enter code
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Now, every time that you need a 2 factor authenticator code, you can click on the G-
Auth Extension in the top right, and get the code for gmail and copy and paste it in as
your 2 factor authentication code.

Below is a video of how to set it up, click here if the video does not work.

https://drive.google.com/file/d/155ZZyIT9y|-2eioj5hQQV100PgCn7F7x/preview
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