
How to Setup Multi Factor Authentication for Gmail
Use Gmail App for Multi-factor Authentication
How to Setup GAuth Authenticator with Gmail
How to change Cell Phone number for 2 Factor Authentication

Gmail



Step 1.  Go to https://myaccount.google.com/ and make sure you are signed into Gmail with your
ISS Account

Step. 2.  Click Security on the left hand side of the screen, and then click where it says Off beside
2-Factor Verification (Pictured below)

 

Step 3. Click Get Started on the next page (pictured below) and it may prompt you to sign in
again.  

How to Setup Multi Factor
Authentication for Gmail

https://myaccount.google.com/
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619802541472.png


 

Step 4. If you have the Gmail App on your phone that is signed into your ISS Email account, you will
see something that says "These devices can get prompts" and you will see something that says
your Phone name. (Photo below)  If you use the Gmail App on your phone, please click here
for further instructions.  If you are NOT using the Gmail App or you DO NOT WANT to use the
Gmail App, Please continue to the next step. (Photo below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619802614119.png
https://iss-kb.iss.k12.nc.us/books/gmail/page/use-gmail-app-for-multi-factor-authentication


Step 5. Click Show more options and then click Text message or voice call (Photo below) 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619803550872.png


 

Step 6. Enter your cell phone number in the field for your phone number.  You can choose whether
you want to receive a code via text message, or via phone call and then click Next. (Photo below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805113071.png


Step 7.  If you choose text message, Google will text you a Google Verification Code.  You will then
enter the code without the G- in front into the text box.   (Photo below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805436175.png


                           

 

Step 8. Click Turn On to confirm that you want to turn on 2-Step Verification. (Photo below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805678391.png
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805826102.png


 

Here is a video on the steps to setup Multi Factor Authentication 

https://drive.google.com/file/d/1Pss2Lr6tzljv19wx4w2jXsfqMm1g9t9K/preview

 

 

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619806233310.png
https://drive.google.com/file/d/1Pss2Lr6tzljv19wx4w2jXsfqMm1g9t9K/preview


IF YOU DO NOT USE THE GMAIL APP ON YOUR PHONE, PLEASE DO NOT USE THE INSTRUCTIONS
BELOW, Please CLICK HERE for instructions WITHOUT the App.

Step 1.  Go to https://myaccount.google.com/

Step. 2.  Click Security on the left hand side of the screen, and then click where it says Off beside
2-Factor Verification (Pictured below)

 

Step 3. Click Get Started on the next page (pictured below) and it may prompt you to sign in
again.  

Use Gmail App for Multi-factor
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https://iss-kb.iss.k12.nc.us/books/gmail/page/how-to-setup-multifactor-authentication-for-gmail
https://myaccount.google.com/
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619802541472.png


 

Step 4. If you have the Gmail App on your phone that is signed into your ISS Email account, you will
see something that says These devices can get prompts and you will see something that says
your Phone name. (Photo below)  Make sure your device is there and selected and then click
continue.

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619802614119.png


Step 5. It will make you enter a phone number, just to be safe.  Please enter your phone number,
and then choose either a text message or a phone call to confirm and then press Send.

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619806796488.png


 

Step 6. If you choose text message, Google will text you a Google Verification Code.  You will then
enter the code into the text box, without the G- and then click Next

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619807054811.png


                           

Step 7.  The next time you sign in, it will prompt you to confirm on your phone.  Make sure to click
the check box beside Don't ask again on this device if you would like to stay logged in on this
device. (Photo below)

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805678391.png
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619805826102.png


 

Step 8. When you are on this screen, you will need to open the Gmail App on your phone and
confirm whether or not you are the person trying to sign in to the device.  After you choose Yes on
your phone, you should then be signed into Gmail on the computer.

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619807718036.png


 

 

 

 

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619807919577.png


 

Step 1. Please add the Chrome Extension GAuth Authenticator by clicking here and click Add to
Chrome. (Pictured Below)

 

Step 2.  In the Top Right Hand corner of the screen, choose the extensions icon that looks like a
puzzle piece.  After you click on that, then click on the thumbtack beside of GAuth Authenticator to
Pin GAuth Authenticator. (Pictured Below)

How to Setup GAuth
Authenticator with Gmail
Please make sure you have enabled Two Factor Authenticator in
Gmail.  If this has not been done, please follow the instructions

listed here.

https://chrome.google.com/webstore/detail/gauth-authenticator/ilgcnhelpchnceeipipijaljkblbcobl?hl=en
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619810001584.png
https://iss-kb.iss.k12.nc.us/books/gmail/page/how-to-setup-multifactor-authentication-for-gmail


Step 3.  Go to https://myaccount.google.com/

Step. 4.  Click Security on the left hand side of the screen, and then click where it says On beside
2-Factor Verification (Pictured below)

Step 5. Scroll down, and find where it says Authenticator app and then click SET UP (Photo
Below)

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619810361379.png
https://myaccount.google.com/
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619810629010.png


Step 6.  You can leave the selection on Android, and then click Next. (Photo Below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619811177166.png


 

Step 7. On the next screen, you will Choose Can't Scan It? below the QR Code. (Photo Below)

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619811473717.png


Step 8.  Next you will Click on GAuth Authenticator icon in the top right.

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619811645700.png


Step 9.  On the next step, you will need to select the pencil in the top right, and then click Add.
(Photo Below)

Step 10.  You will then go to Add the Account - Make the Account Name Gmail or ISS Gmail, then
you will have to go back to the Chrome tab that has the Key (from Step 8) and then paste it in the
text box that says Secret key and then click Add.

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619812443831.png
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619812819277.png


Step 11.  Copy the Code that GAuth Authenticator gives you, go back to the Google Accounts Page,
and click Next and paste the code there and click verify.

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619813138304.png
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-04/image-1619813276137.png


 

Now, every time that you need a 2 factor authenticator code, you can click on the G-
Auth Extension in the top right, and get the code for gmail and copy and paste it in as
your 2 factor authentication code.

Below is a video of how to set it up, click here if the video does not work.

https://drive.google.com/file/d/15SZZylT9yl-2eioj5hQQV1O0PgCn7F7x/preview

 

 

 

 

https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-05/image-1620746279960.png
https://iss-kb.iss.k12.nc.us/uploads/images/gallery/2021-05/image-1620746293441.png
https://drive.google.com/file/d/15SZZylT9yl-2eioj5hQQV1O0PgCn7F7x/view?usp=sharing
https://drive.google.com/file/d/15SZZylT9yl-2eioj5hQQV1O0PgCn7F7x/preview


 

 



1. Sign into your email on a Windows computer or MacBook. 

2. Navigate to your email 

3. Click the circle next to the ISS banner in the upper right hand corner a. It will either 
have the first letter of your first name or your profile picture 

Bp3k6uDvBKnN0mnjBHffauBNrbOCDG338wonLxRfE6fq6JXnIcU1rdSu05fUfuTsXHqmA_u9BbLu2nmiq6_xvFDyDEcM1NlVhDuRzZKIlSxK2ionb_647qIO5csNY3Sj538zz5ZFvvTAkucqRINPix0

4. Click “Manage your Google Account” 

_f-NOVL09Ss_akq81YfwgbhcDi2ICH8hdf2iOp_TDSBiURykjymcg8l6YXJ-Uq-NgsWX9jGxIWStI0Lx9JYdJPIac0xmfZTnkX0I0xoHlv7HTbYp0j-d1o3LUUSYBXdxLRfFLRh7MPmf6thl0VirOk0

5. Click “Security”

How to change Cell Phone
number for 2 Factor
Authentication



qoxS7DXtRNvM-os0A9eJFkhyHzj1a3jRQ1r4EtbCbqO3Dk4x-vZc_RfN8ES-a3C7sCRdJVYjczOwPESrti1fXQXJ9LUCDwvl9hFZ9PP2NViCp_TyQmXJsO9PjgrnCwxyu5xz1nUMtANUTd40XUuzlyQ

6. Then under the “Signing in to Google” section 

i3bQOMAZXyAcAMII57a8fobI4E21GhyuUGATEKSJLwdxob47gEkvLMFyeiVOy-jFLWbMCO8y6viZoGnCvU3BQiU1aavUNVyOVMelEgF9CpjM-IRc3fSnnV6nH0sWlcmrT-GP5ueofSIniE6hnUG5gWU

 
a. Click 2-Step Verfication 

7. Then click the arrow next to “Voice or text message” 

8. Now you should see a list of the phone numbers set up for 2-Factor Authentication 

a. To remove a phone number click the trash can 
b. To edit click the pencil


